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By Walter Taylor 


- Washington Bureau of The Sun oh 


. Washington—As a target for es- 
-pionage, William Holden Bell was 
‘textbook perfect... 92% 2° 
“. “Then 59. years old and. icying: to: 
‘keep pace with a-new wife 25 years 
-his junior, he was bitter about a rela-: 


tively unrewarding career’ and des- 


perately in need of cash to support a. 
life-style of travel and leisure. 
In short, Bell, a radar echaplogy: 
‘expert for Hughes Aircraft Cormpa-: 
‘ny, a major U.S. defense contractor,: 
‘was ripe for the pieRne. And picked 
the was. -- 
Before the FBI caught up with: 
“him last summer, Bell, in exchange 
for about $110,000, handed over: to, 
-Pelish government agents. classified: 
‘information regarding: some: of the’ 
West's most closely guarded weap-~ 
lons systems, :including: the Stealth | 
bomber and several others designed 
ito offset the Warsaw. Pact’s numeri- 
‘cal superiority in Europe. - ; 
The Bell case is the stuf of ee 
‘drama i in an era im.which mercenary: 
“interests have. come to outweigh the 


nee 
mee a 


First of irae articles ~~ 
‘political motivations*“oF ” earlier: 
‘times. Today, espionage coups can be 
‘scored through ‘acquisition of. the 
technology that.-goes into_a childs! 
‘electronic: . baseball: game; *: :; and 


dummy corporations:play as great-a4 


role as do secret*letter: drops: and 
smidnight rendezvous:. 
-\.More Significant,~ the’ ‘case | ‘ius? 


‘trates what law “enforcement: ‘offi 
.cials in the United Statés—including 
‘Attorney’ General . William: French: 
Smith and FBI Director. William H: 
.Webster—see as a-change in tactics. 
-by the Soviets in-a concerted effort. 
_to’ obtain data. about American (ad- 
vances in military . and - -industrial. 
technology. : BOY cae 
“While espionage’ in’ the United | 
“States certainly. is:nothing new- for’ 
; the Soviets, the law enforcement_of- 
:ficials see the Kremli By 
_than ever. tozclandesti je. means .of | 
_Saining ‘ scientifie:* hardware -::and 
“know-how, since: ‘bans: on over-the- 
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"invasion of Afghanistan. Last Saal 
- President Reagan sought to toughen 
_ the embargo following the military 
crackdown in Poland, which he has. 
“said was inspired by the Kremlin. 
“The Reagan administration’s ac- 
-tion, federal, law “enforcement offi- 
cials believe,. is ‘likely to spur the 
KGB and the GRU, the two Soviet in- 
telligence agencies operating-in-this 
country, to ever-greater* efforts to 
-obtain ‘secretly and’ illegally what 
‘Moscow once might" have Rosati 
openly. * 
Some experts,. but. bst no means. 
all, see the acquisition “of. outside 
technology as.. vital. to . Moscow’s 
hopes of continuing its military com- 
petition with the United States and-at 
the same time addressing its own in- 
Eeihiwae economic problems.~ SE Mee Be 
“Jf they were not able to utilize Western Kio 
ee as a sort of “quick fix,” some of these experts 
believe, the Soviets would confront a.continuing se-, 
ries of difficult trade-offs, particularly-in allocat~ 
‘ing precious research and development resources, 
-dn trying to. meet. both, their defense and domestic 
needs. - oP RIOR Le ot tite heey NEARY Ore 
The: West Mis. virtually subsidizing. Soviet mili-, 
tary power,” says Dr--Miles Costick, who runs the: 
‘Washington-based Institute for Strategic Trade and 
‘occasionally serves as -a- nee ore consultant: 
‘on East-West trade,~+ =: +-. 
. There are some, including a few hersbars. “of 
‘Congress, who: believe the extent to which the 
Kremlin relies on Western technology is greatly ex- 
vaggerated by a Reagan administration that tends to 
‘view most foreign policy questions in East-West 
‘terms, This would seem to be a reuiorly. view how- 
(ever, - why VR EES 2 Be 4 He 
‘Representative Jonathan B. Binghar (D, N.Y), 
‘chairman of the House Foreign Affairs subcommit- 
tee that oversees U.S. trade policy, asserts flatly, 
‘that the Reagan administration has overstated the 
‘Seriousness of the problem to.the United States,}. 
particularly the contribution the West has made to. 
the Soviets through over-the-counter eats of piper 


uding some ‘top policy: qnakens in the 
‘executive branch; question Washington’s ability to: 
‘choke off such oe even if such a heer is war 
iranted..; 393s ele eH 
d "There is no doubt ‘that Western ‘Lebinsoloey has’ 
‘had some impact,”-says William A. Root, director 


tg daed0e 
nt, but “if you take GoIRe that any trade’ 
stress resources. for:military production, that. basi- 
ceally i is a formula for.a total embargo, and this is. 
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Be EDER AL OFFICIALS want to Gaoe ee ce 
what 25 scholars visiting from the People’s 
Republic of China are doing at the Sey of 
:Delaware, egy : 
«; The White House has deslaned a campaign “against 
>What. it calls a. “hemorrhage” of technical national ; 
‘security: research. from. being published’ by: the. aca- | 
demic community.a and leaked frorn its ¢ own | agencies. * ‘ 


ey Ess ys 


at ae 


ace 


ed = The: key | battle with. ‘the: ‘academie community may: 


‘gome over: the. government's. decision:to step up a 
*program to monitor visiting scholars from the Soviet. 
«Union and-People’s Republic of China... +; : 


st EN Sh ee 


3 A consortium of government adenties * deicosed of. 
the Defense, State, Commerce and. Energy~depart- 
iments, has already. distributed forms to at lexet. 600 
rfcholars visiting from the Chinese mainland 


UNBED 4 
Pe The: ‘effort to monitor the work of visiting oamunict 7 
ational in the university community. is- ‘part'lof a 
eunprecedented atternpt by the Reagan administration: 
? to tighten up access to the potentially-sensitive work 
Academic, government: and: business researchers-3/ 3 


ve " So farz.no one- frome the University: of Delawar 
ty received the forms, according to Dear C- Lomis, inter-.. 
ational. -student ‘adviser: But 2: spokesman - for: the 
‘State Department said the department has mailed only 
Ae 10‘percent of the forms it : plans t to send: 


Although top CIA! Otficials have been’ -Conductiag re 
: * bampaign against loss of technology expertise through’ 
‘leaks in university resea ecly it is not clear whether the. 
reIA is involved in the current investigation. CIA 
"spokesman Dale Peterson would neither confirm nor: 
»jleny any_ agen: ‘involvement. in the montine: of y 
ischolars. *-..-- 5 
+; Bobby R.- ‘Inman, ‘the No: 2 official in the CLA: called: ‘i 
*ter0 weeks ago for American and foreign researchers 
:to let the-governmentreview their work to determine. 
whether the results can. he; published on; should. be 
;blassified.. cate «exe Soe i 


a He warned that ifthe acrenlitic cernracaity: does nok: 
ryoluntarily submit to the CIA’s request, the agency 
‘would push for~ coe legislation. marine: it 
*mandatory.”. 7 peparmyorte bay ¢ wena 
+? James Oliver, a political’ science. professor at thé: 
‘University of Delaware, agreed with other professors’ 
‘assessment that the federal government is determined 

o.classify much more research than it does now. — 
either by assigning most of its research to secret work 


or by making, “TevARERI ARR POP Reteaber20 


See 


whe 
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4 Oliver said the government’s emphasis i is part of the} 
“Reagan administration’s efforts to stop high-leve¥ 
-national security secrets fron m petting into the Sovie! 
Union’s hands. ‘ 


The content of the forms. ‘being sent to universities 
depends on the government agency. They delve inte 
tie nature of the research. and the scholar’s. cone 
tence, and as if the research will be published:,-. 

The government agencies said a expect to mail up 
‘to 6, 000 more forms soon:- : : : 

State Department spokesman James Manard saic: 
the government has a. great’ interest in learning the | 
specifics of what visiting scholars Worning on te 
ie research are doing. ; SBOE ~ 


 Manard said a key: area of interest i is ¢ whether the 
“United States may be losing its technological edge by al 
exposing visiting scholars to the develo Pett of “trad> = 
“secrets,” even in privately financed work-- 

He said Chinese nationals are being Sasied: out 
“pecause the flood of Chinese applicants has prevented! 
. the U.S. government from taking an extensive look ints 
their research backgrounds: 2 


oa 
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“Manard said the Chinese sci entists a are being asked to| 
*govide up-to-date and moresdatailed information | 
_ which then willbe fovees to thea ppropriate g govern- 
tment agencyr4 =~ 

Officials said each agency will determine whether to! 
“take action-to remove scholars-from research projects | 
“or force them to apply for a special Commere» | 
Deparment agreement that protects U.S. interests... ., 


. The Commerce Department said ithas sent out ques 
“tionnaires to 30 institutions so far.-, .-.- : 
*.,At least one University of Delaware. ‘official ques: 
“-fions- whether the school has to turn over sae informa —" - 
ition. on the visiting scholars there. -- -. 


es Lomis. said the Educational Privacy Net: ‘Of. 1974") 
: protects all students and professors from. outsiders. 
-asking questions. The law, Lomis said, penetee even toe 
_the State Department. .. 
. Lomis.said-that when the forms arrive, ‘the univer- 
sity will have to decide whether it will cain protec: 
tion under the law. . ~ 
. Mary Hempel, a university spokeswoman, said the 
ena had no pcomuement on what action it intends to | 
ake . 
-. The Defense Department declined to slaperie. oa : 
"how it follows up on the questionnaires. -. ~ ‘| 
*, The controversy over the monitoring of the Scholae 
“heated up-last year when a professor at the University | 
of Minnesota refused to fill out the form, say ing that : 
.the federal Bou omaraear had no right to even ask. the: 
“questions... ah? ae “Ay mag 
The ‘professor ‘went to the ‘local media, “Which, ‘Man- 
tard said, “mace a bigger issue out of it than iti is.” The j 
‘State Department eventually was able to find out. that | 
.the student was not panies in ay. high-technology, 
research he said, ~: 
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° More Science, Not More Secrecs yr 


Deputy CIA Director Bobby R. In- * and development in our universities, in 
man’s fear of our providing new critical ~ our national laboratories and in the form 
scientitic and technological concepts to of tax incentives or direct grants to in- 
the U.S.S.R.-undoubtedly is a genuine dustry; turn around the declining output. 

. concern abouts an. important problem. of PhD ‘scientists and engineers and 
. However, his solution—the prior sub- make sure that these people ‘are fully 
~ mission of. research for examination. by . recognized {and compensated) for their 
= intelligence* “authoritiés—is”” really “a “importance to “society-* ensure’ that’dir’ 
° poor idea, for: there is no science with-- : schoolchildren get early science training 
out the: free: interplay of ideas, ae and, further; that: :physies and - -mathe-’ 
' cially those-in the open literature. : ; matics and computer sciences are part of 
- Weapons systéms demand ace everyone's high school education. = 
To extend this approach elsewhere on 
‘ the grounds of national security would * 
” be terribly wrong if it turned out that ° 
* the so-called’ threat was really political °~ 
* (or, even“ worse, economic). To what: 
. 2 extent do'we withhold scientific break-< 
. throughs? Arguments can be made in an 
each of these cases. as why it is impor-.- Rochester Mich. 
tant for our national: aeCunEY to be ir In , ee 
the lead and to maintain it. «2 ot. Worn: Adtech. BF Gea! 
Let me suggest another Sahecncl foes 
. the CIA: IFleaders such as Adm. Inman + .’ of the myopia and paranoia now grip-— 
truly recognize the increasingly: critical: ping our-top military and intelligence 
- impact of science and. technology on our- leadership (“Scientists Urged to.Sub- | 
national security, they: should: urge the mit Work for U.S. Review,” Jan. 8). He | 
administration and Congress into.a mas- wants the golden egg so much that he 
_ sive expansion: of this country’s science “ig willing todeill:the : goose that laid ‘it! 
bute provide. more’ collars f for baa P There: is no question that he is right: * 
COMPS aR ae tienen bee trates ween A military censorship of academic and’. 
, . private. sector research will certainly 
shut off the flow of valuable technology ». 
' and scientific: insight from the .Rus- 
stans. Tt wilt also shut it: off at its ° 
source.. How-can he be so blind to the « 
fact that itis our very cultural and aca-::: 
- demic: freedom that proales :such “2. 
=n erealvilys in the first place?» sererre ve ¥ 
*. Put a: few more Inmans i in ‘otiaiges:” 
and ‘the Russians will never‘ need: to<! 
»» drop the bomb..We will conquer our: ™ 
-. selves oy dinitating their: ‘strangilated- n 
society. - test > ere ahi eee ae 
Yes, re there will be a | tidal ; 
- wave of public sOUbTaEG. nae ae pales 
your ark? : 
ce CaM EF HOWARD E, BALL 
» MeLeans PUT A et 


..If we.were to move aggressively { in’ 

these directions, we might not prevent. 

_Tesearch advances. from . -leaving our 

. shores, but we. would at least be. as-- 

sured that we temained well ahead ot 
‘everyone else. eae 0 

ve R LiboRE 
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aie Inman stands as : exhibit Ay 
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Hobbling science 


Citing cases in which the Soviet Union sup- 


' posedly gained militarily by acquiring US high 


Y 


- American leadership. .__ 


‘technical advances. that build a significant 


technology, either equipment or information, 
the Reagan Administration seems headed to- 
ward more comprehensive controls over the sci- - 
entific community. "=" Bs Seog hs 
While the country obviously protect genuine 
military secrets, , Congress and the public 
should be wary of secrecy policies that will hob- 
ble scientific research and undermine further 


Le Stren 7 
ey 


The alarm was sounded earlier this month. 
by Adm. B: R.Inman, deputy director of the - 
Central Intelligence Agency,.in an address to 
the annual meeting of the American Associ-. 
tioned scientists on the need for more stringent ° 
security reviews of their work to prevent exploi- : 
tation by the Soviet Union. It was echoed two’. 
weeks later in an essay by Caspar W. Wein- 
berger, Secretary of Defense, published in the 
Wall Street Journal.” — _. ar ae 

In each case plausible: arguments were of-: 
fered for-increased awareness of the issue by. 
academic and corporate scientists and engi- - 


neers, especially in the fields of weaponry and. -flow- of ideas and information. The world pro- 


communications: In Inman's address, the field 


_ was broadened’ ‘somewhat to include’ cases. 


where “certain technical information could af- 


. fect the national security in a-harmful way. Ex- 


amples include computer hardware and soft- 
ware, other electronic gear and techniques, la- 
S€rs, Crop projections, and manufacturing pro- 
cedures.”" .. ee ee 
Much of the information. to which they al- 
juce appears in scientic journals or.is built into 
equipment available on the open market. It is 


‘read and purchased not only by the Soviet 


Union, sometimes through straws in ‘other’ 
countries,. but is’ also read and purchased by 
Americans for their own use — and growth. | 
Weinberger in particular has been actively 
urging American allies to take seriously the 
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dangers of allowing the Soviet Union acess to 
such information and products. The {dea is ap- 
parently to construct a technological mem- ; 
brane through which no sensitive material 
might pass. ; ae ; 
Given the enormous numbers-of channels - 


through which such information and products ° 


pass all over the world, the task seems imposst- - 
ble without sharply curtailing both legitimate | 
communication within the scientific communi- 

ty and interfering with normal commercial ac-. 


- Hvities —,to the detriment of both. 


.. .It is important to bear in mind that the In- 
man-Weinberger proposals are not directed pri- 
marily at information about such long-stand- 


-ing secrets as thermonuclear weaponry. They © 


ation for the Advancement of Science: he cau- ; are directed at discussions at. the fringe of com- 


puter development and use; at manufacturing ° 
techniques for miniaturization that has led to 

the explosion of computer-on-a-chip technol», 
ogy; at programming for a host of applications. | 
All of them are widely used in commercial ap- 
plications as mundane as elaborate computer 
war games, Ait on is . 

_ Such developments flourish in an a‘moz- 
sphere that.combines competition with free. 


posed by Inman and Weinberger; although ‘hey. 
promise no excesses, has a decidedly different 
_cast ~ one of self-policing if possible and bu- 
reaucratic policing if necessary. If the latter de-- 
velops, as will almost surely be the case, then: 
penalties will attach to those deemed in viola- 
tion. Scientists and engineers will undoubtedly 
spend (waste?) some of their time looking aver 
their shoulders for the censors. . 

. Creativity may not dry up fn such a werld, 
but it impossible to believe that it will not be 
diminished. “Secrets” will still not ‘be kept" 
‘much better than they are today, in all Itkeli-: 
hood. In that event, we will have the worst of ! 
both cases, to the detriment of the most dynam=~ 
ic sector of our scientific and technological soci- 1 


{ 
j 
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King Hassan in trouble 


The Reagan administration is concerned about the deteriorating situation in 
Morocco, mainstay of American policy in the Maghreb, and is taking action to help 
King Hassan. A remarkable series of high-level visits to Rabat, the Moroccan 
capital, by American officials has underlined this concern. Among the visitors have 
been the defence secretary, Caspar Weinberger; the agriculture secretary, John 
Block; the commerce secretary, Malcolm Baldrige; the administration’s trouble- 
shooter, Vernon. Walters; the deputy director of the CIA, Bobby Ray Inman; and 
the deputy defence secretary, Frank Carlucci. The secretary of state, Alexander 
Haig, postponed his planned visit after the eiay takeover in Foland, but is set to 
comein February: — eee 
King Hassan has two serious Acoblene: a drought. which ee leit Wansees very 
short of grain and meat, and the military successes by the Polisario guerrillas in the 
Western (formerly Spanish) Sahara, which Morocco has occupied. 

"Morocco will have to import about half of its grain needs this year and urgently 
needs imported. meat, now being sold locally at exhorbitant prices. Fears are being 
expressed in Rabat that. the high food prices could undermine King Hassan’s control 
and strengthen the hand of his low-lying but formidable opposition. The. Reagan 
administration is likely to give the king much of the food aid that he needs. 


Morocco’s fight with the Polisario guerrillas for control of the Western Sahara goes - 


mainly unreported, and information about what is happening remains sketchy. The 


Moroccans say that they fought off two attacks on their positions-north of Smara, one _ 


near Khreibichet and the second near Abbatih. There are reports that the isolated 
Moroccan garrisons at Guelta.Zemmour and Bir Enzaran have been abandoned and 
taken over by. Polisario forces. Guelta Zemmour was fought over in mid-October; 
then, while the Arab summit was holding its all-too-brief session in Fez on November 
25th, the news came through that it had been overrun by Polisario.. s 

The Moroccan army remains in control of the coastal garrisons of Bojider- and 
Dakhla (but the taking of Bir Enzaran puts Dakhla.at risk) and the heavily-guarded 
triangle between El Aaiun, Smara and Bou Craa (which King Hassan has called “‘the 
useful Saharan triangle”), The Moroccans say they have lost two F-5 fighters and a 
C-130 Hercules. ee aircraft, which, they claim, were shot down eg Sam- 6 

“missiles. -- jar povgesese dg ong 
{Saudi Arabia,.a close ae 6 Moreers and icing Hod s Schiel financier, is alienied 


eee bein 


and the deputy interior minister, Prince Ahmad bin Abd al- Aziz, has said that adraft: 


security agreement with Morocco is under urgent | consideration i in Riyadh, According 
to some reports, the Saudis are already giving Morocco up.to $1 billion a year... 
. President Reagan.has lifted an American ban onthe sale of. M- -60 tanks to Noro ced 
but King Hassan has apparently not: yet. raised the money: to. buy, them. American 
_ sources say he may-receive anilitary. aid of about $100m including 20 F-5s. He aoe 
~ has about 48 F-5s. 0 +. 5 yo eens a gist ist rae L, 
-. The Americans have not received any ‘conlanation of Morocco! s asin ‘that ate 
Polisario i is using Sam-6 missiles, for the first time, in the desert.war. :.,, ae 
The Americans have not yet.seen the flight recorders of the downed glance w teh 
would show their altitude when.hit-and therefore give a clear indication of the range 
of.the missile. Diplomats in Rabat Say that Hered is no. evidence set Polisano has 
Sam-6 missiles. gifts wha ee oe Poe nde ew eS 
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Censoring research 
Ey 

"| QOne of the toughest security Sahin facing the 
* United States and its allies is how to keep our high - 
; technology with potential military applications from 
reaching the Soviet bloc. ‘Two recent initiatives by 
the Reagan administration indicate the seriousness. of 
its commitment to tighten control over the transfer of | 
our most advanced. technology to. the PO as 
and its satellites... 0.404. : 

At a meeting in- Paris. ‘last week, “the United eee 
’ won an agreement by our Western Eurotean Afiies 
_and Japan to redefine guidelines, for technological ex- 
ports, ranging from ball bearings to metalurgical 
processes, behind the Iron Curtain. Though the meet- 
ing was termed a. success, many differences report- 
edly remain over. how strictly: ie year oe puide= 
lines should have heen redrawn. : “ aos 
Shortly before the Paris Heeuae: a fob Central 
Intelligence Agency official proposed that U.S. scien- 
- tists working in-certain sensitive fields voluntarily 
submit their research for censorship by intelligence 
: agencies: Adm. Bobby Inman, deputy CIA director, 
told a convention of the American Association for the 
Advancement of Science that there is a ‘‘hemor- 
rhage’’ of this country’s: .technology and ‘that Soviet’ 
military advances of recent’ years, have. been based 
- largely on the work of U.S. scientists. Inman suggest- 
_ed that scientists in certain fields submit their work 
. both before research begins and before publication. 

. The reaction of the scientific- community to the 
censorship idea ranged from’ skeptical to. hostile. 
“What alarms scientists about the (Inman propos- 
_ al),” said William Carey, executive officer of the 
- AAAS, “is that once science’,accepts the govern- 
_ment’s .right of prior restraint, the programs are 
carried cut by ‘individuals. in the-national security 
establishment. They: resolve questions, where there is 
doubt, on the side’ af pensotsne rather than tgs age 
dom of scientists.’ ue wished A 


A White House ‘spokesman said the administration 
is not considering a mandatory government review of 
scientific papers. But Inman wants scieniists working 
in computers, electronics, lasers, crop projections 

.and various manufacturing processes to submit their- 
work to inteHigence agencies. 

. The Soviets and their allies have engaped in a Jong, 
intensive campaign to obtain the cream: of Western 


_technology through outright purchases, cheit or sim- 
_ply by reading scientific journals and government 
documents that are open to the public in free saci- 
‘ eties! But while the openness of our system makes 


accessibility to. much scientific data easy for Soviet 

espionage agents, it also facilitates the exchange of 

information and ideas within the scientif.c communi- 

ty. It is that freedom of communication that has 

eat make our chechnology. euperor te the Soviet 
oc’s : 


Classifying scientific mater ial on the basis of its 


national security value would mean passing judg- 
ment on a huge volume of research. While there are 
certainly legitimate uses for the top secret classifica- 


tion for some sensitive mater ial, an extensive review 
program by intelligence agencies could slow. and, in 


some Cases, stifle potentially valuable research. The 
soviet Union has paii-a far higher price for its patho- 
logical practice of secrecy than we have with our 


openness. If we' adopted overzealous practices to 
Keep our high tech research ‘out of their hands, we’ 
could ultimately become the big losers, , : 
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‘Gritz, a 43-year-old retired Green Beret 


mission last July in the Los Angeles office: 
_of Rep. Robert K. Dornan, a conservative 


nied entering into ad\ppresrechEoviRe 
: Gritz. But Gritz possesses a letter of intro- 
-duction signed_by the Laotian asking his 


_fallencwasee tes TPhantlandttan annroarnata- urth 
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By Ben + Bradies’ oe 
Globe Staff. ~ | 
_LOS ANGELES — pu. decinis of | 
Laotian resistance soldiers, orga- 
nized, equipped and financed by 
. the United States, crossed:into. 
_Laos from Thailand.on Nov...15. 
seeking to obtain photographic evi- 
cence that American prisoners of 
war are still alive and being held in 
Laos, according to two ex-Green Be-, 
rets who supported the operation... 
_. The-operation, of which the, 
Pentagon said it had no knowledge, 
was at least the second such secret 
‘foray by American-backed ‘Lao- 
tians in the last year. It is «not 
known what happened to the-re-: 
connaissance teams dispatched see 
‘November. PANE eC ep REE 
.., The two nine-man guerrilla: 
‘units, participating in’:what was- 
‘code-named “Operation Grand Ea-. 
file,” were bound for four camp 
sites where recently gathered intel- | 
ligence reportedly showed at least’ 
‘39 Americans are being held..The- 
. ‘tearns left Thailand frorn different 
‘locations and. J tended to fier in ; 
‘Laos. - ‘ : 
- The tatiens Were inde ‘sede. 
able to the United States by Vang 
‘Pag, a former Lao major general 
who, during the height of US in- 
volvement in Southeast Asia, com- 
manded some 40,000 anticommun-. 
ist tribesmen who served as a se 
-eret army for the CIA. : 
“In arranging the November foray. vang! 
Pao, who. today lives.on'a barley ranch:in} 
Montana, collaborated with James‘G: 


Neutenant colonel and much-decorated 
Vietnam veteran who lives in Los Angeles.. 
Gritz and Vang Pao first discussed the, 


Republican from Los ‘Angeles who is an! 
announced candidate for. the US Senate. © 
Vang Pao, in a telephone interview, de- 
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_. sources. Dornan, in an interview. sald he’ 


ease 20 


SB, 


nan confirmed that one of his aides was 
present when: Gritz and Vang Bae were 
discussing the plan. - ~-- a 

: Deputy CIA Director Bobby Ray iaman: : 
who met with Gritz in December to dis- 
cuss the reconnaissance plan and the 
prisoner-of-war issue, denied “to the best 
of my knowledge” that: any government 
agency was involved in supporting the No- 
vember mission. He did not deny that the 
mission took place, and acknowledged 
that government intelligence agencies 
have had contacts with various private 
groups concerning POWs over the last sev- 
eral years. Inman said, however, that 
these contacts had not yielded | any,” solid 
information.” 

- Adm. Allan G. Paulson of the ‘Potense 
Intelligence Agency (DIA), the Pentagan’s 
intelligence arm and the group charged 
with official responsibility for investigat- 
ing reports of missing POWs, declined | 
through a spokesman to comment on the | 
November mission.. A Pentagon spokes- | 
man said the Department of Defense had 
no knowledge of it. . 

In a series of interviews with The 
Globe, Gritz said he had been contacted 
‘Jast June about the POW situation by a 
secret military intelligence agency that-! 
was created in the aftermath of the failed | 
res. 1e of American hostages in Iran In! 
1530. Gritz would not reveal the agency’ s | 
name or whom it reports to... ~ 

The elite unit, Gritz ‘said, is patterned 
“after the British Strategic Air Service and 


: similar organizations in Israel and West 
. Germany, and is designed to transcend an 


~ often-cumbersome: Joint Chiefs “of Staff: 
co eee and take direct action in sit- 
‘uations where Americans abroad find 
| themselves in life-threatening situations. 
> The organization generates its own intelli- 
* gence and has a Special Forces unit as-' 
_ Signed to it,according to Antelligence’. 


. knew of the group's existence but had not | 
— tolditsname. ”. Tete tay 
Dae? said the government agency gave 


4,000 in -several - SIUOSOLARC Rantepe 


equip Vang Pao’s Laotians send three 
.retired Green Berets and an ex-military in- 


Py, | 2} eee Re CE , 9 Pee CRT, Yonah: eet Fo ee Sa eee 


Naainlae mission. In’,addition, Rep Dor-] 
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Bs 


S the, Nato! ‘4iance: savers’ 
about.~ “ sanetions. § ‘ against 

; y Russia. the. arghy. 2 tealisation. 
is s ‘beginning -to- “dawn. thabsit, is 


abe : ; 
threatens othe ‘Boland and ‘the 
West. E ae A 
Red : ee ; tanks. énd- ; gins,- 
Soviet pireraee: missiles--and: war-. 
ships swere: call: “created: with’ the’ 
help of: our ‘research and: :develop-: 
ment, our’ project designs! dour 
indus strial “know-how lz? The<SSi3: 
missiles pointing “westward:+are- 
guided by” a-micro-processor’ fle 
irom. an. Americanzystand' at’: 
trade fair: -Soviet~ heavy: ‘actillery. 
is buvit with machines bought from 
West: Germany. ‘The: :sale:: of, 
American:*:machinery-~ for. pro-/ 
cueing : : minute. ball-bearings:. has. 
helped : tc “make 4 3 
deadly. 
| ~Phese are‘ just* 
i adding: substance. tov therecent 
. statement ‘of Admt Bobby-Inman,. 
: deputy ‘director of: the;CTA; "that 
most .of . ‘the military: “technology, 
_ which since! 1964 has:«madde:.the 
Russian - armed forces: so-formid-- 


| able came: from,America: od her’ 
i 


dete ees cy: 


: Closest ‘aHiesa257 
Yet jit, was only ‘ater?! the: 
i invasion 7 OF™. YA CHHanistaae ‘that 
| Ainerica >: “imposed-” ‘as ‘technology| 
embargo. ‘which: succeeded#in:hurt-| 
ing :the, Sowet: ome industry.! 
The: _Bussian.- READ 
series: had;. been. based: inithe first} 
place on»-an:. 1-B-M:.360-2spirited 
away: from. West Germany“in’ the| 
*sixties: ‘Since’ then:.the:;Soviets: 
have tried to“keep- Lup-byzbuying 
their way: into Na ay computer 


Te: is ‘the Polish “crisis and: the 
urging . of : President: Reagan 
which havé alerted. the Europeans” 
to’ the danger'of technology :seep- 
age. Last week:Cocom, @!commit- 
tee! of- ‘Nato-‘nations’ ‘plus:‘Japan, 
met in Paris:to. discuss-means of 
limiting “the! export: ‘of military, 
pera to , Fuss ieee eee 
i sel ling "strategic oO iene 
has already. announced. that. she 
has tightened. the SCTeWsE nm. 5 7a 


a “Bedineg 


r Reld4sk'9t93/42/63-- CHA:RDP 94 


TaLes 24PH 


Not betore. ime. 
are to revise thetr 30-year-old list 
of material-classifed. as..strategic 
which smayinet. be exported -to 
RussiasIt-has beer largely.ignored 
for’ years and is hopelessly- out’ of 
date. The: West Germans. are: still 
responsible’ for” serious“ leaks “by | 
selling. American high technology 
products - as‘! welB ‘as’ ‘their own 
based’ on American rwork?, oe : 
| Eyer since the-1939-45.;war “when | | 

Lease ‘Lend=:suppHes:to. Russia ! 
were used: asa: basis: for-setting 
up modern Soviet, industry; Russia 


th cpinebensdl 


has been allowed to ‘exploit West- 
erm Pecan osy | to build= itswar 


ye the- “Public Record} 
- Office shows. that evem:after the 
“war, Stalin was allawed<to import 
the latest: Rolls-Royce. jet? ensines, : 
“copiesvPof which. powered : 


gMGSoused against hs ‘in{Korea. 


the 


eSiice: then Soviet: military’ scien 
tists have ‘devoted *zreat: effort: tod 

=“ clandestine*acquisition-”: -of “thes, 

“know-how and: technology. to con- 
vstructs military pace ent ‘betters: 
pthan. ‘our own, %. ge | 
‘: Directorate | ie she ‘science and: 

iS “technology branch. of ithe-K GB,‘ 
‘Shas; thousands: .of. technicak,. and! 

: ‘ scientific. officers trained at its own ‘ 
academy.-. In the: field: -their cover: ; 

Lis: “tov appearnas’ ‘diplomats; ‘trade 
‘nussion,;*2members—, for~ repre 
7 Sentative x OF stthez“Académy... of-| 
‘Scien -cthird _0f=thosé who: 

We 


: ares] 
Becante. men’ or: from’: military’ 


i 


ee courtry:. ieresS 
eae ad large. Soviet embas: 
‘also. actrade mi! 
with: avstaif-of 50..In-addit 
inspectors. are attached to | 
“factories? ‘ostensibly for - 
control of eoces: being, a 
Russia, *s . 
“It is “estimat ed: that. “the: 
rat, least..6,000 Soviet spies 
Sational.im-the West and. Di 
‘ates« Terconstantly:: searene 
“military? high-technology. fo 
slike purposes. This.is the tru. 


“Yace. “Its task is’'to amass 
wacom” ADOUL-- Hucledr . ast 


“ment,*'lasers, aerospace, 
optics, ‘metallurgy, cnersti 


“production - processes.“ Micr -e: 
Stronics, the: beart-.and:br ia 


moodern weapons. is a subje: 
On: their; probe, Hist. s.c co a 
oe 3 ~ Although” Amenica stil kk 
computery -and-.- electronic 
Russians-are-catchint up w 
aid. of -other~ people’s: ex; 


American,..oficials suggesi 
wwhileé-im -1965-.. Russia. .w 


-years>behind: it. has mow- 
the-gap ‘tosa+ mere: three. 
‘some*fields “Pwo, “years. “MS 
“The? ‘directora te also take 
interest’ Jn energy drilling, 
jally.. deep - drilling’, at 
temperatures, because the 
nology: thas : ramification 
armour: piercing weapons.’ 
zc A courageous Norwesiaa 
Samed Arne; WHO was apor 
-by-K-G B: men when wark 
‘the..oil: ‘industry and then 
Ptosworks:as- a .* double”. 
,own’: Government, Stold-‘u 
‘they pumped him:fonr infor: 
yHe= ‘was - controlled- by <a: ¢ 
ruished’Soviet scientist, Dr / 


:Belozerov, Secretary of ‘the | 
Institute:- fer = 4 03 


mational.- 
Systems Analysis in ;Vienz. 
was. forced to resicn. whe 
‘affair. came to Hight: -.- 


¥ «When “Arne provided the <: 
‘with information. freely ay : 


‘ima: company ‘publication | 
Jasked. to have’ it typed on 
spaper*marked ‘:Secret”. -F 
‘Russians, ’- -published ‘ 
twas. toc’ “easy: to get, and to 
-the: :money- spent. they war 
‘make-Jits: acquisition look 
difftcult to” their -masters. 
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Review of. Research 


Sect tree oe aermemmragaate: 
Z 


[ * : 
eae By Jake Kirchner ; 
& - CW Washington Bureau : 
: WASHINGTON, D.C. — The 
e scientific community should'se- 
\riously consider Central Intelli- 
| gence Agency suggestions that 

DP and electronics research done 
_in the private sector undergo a 

formal government review pro- 
cess, the head of the Association 

for — Computing Mago 
(ACM) said last week. 

If the government can prove 
contentions that the publication 
of research results is jeopardiz- ° 
ing national security, most scien- , 

_tists would agree to some correc- 
tive measures, Dr. Peter J. 
: ‘Denning, ACM president, said in‘ 
‘a telephone interview. Den- 
’ ning’s remarks were in response 
! toa recent speech by Deputy CIA 
| Director Adm. Bobby R. Inman, 
| who ‘said national security con- 
i siderations should be routinely | 

considered in the peer ‘review | ° 
process when research papers are 
being prepared for publication 


i Jeast I think “his proposal de- 


- Inman’ fist the existence of 
‘the Public Cryptograph Study 
al Group. representing the intelli- - 
gence agencies and the academic 
and scientific communities, 
which reviews cryptography re- 


search findings. He suggested 


the same process should be ex-- 
‘tended to other fields, including ~ 


‘“computer hardware and soft- 


ware and other electronic gear 7 
and techniques,” 
Denning said that “at the very 


serves discussion” because “it is 
basically compatible with the 
idea of openness.” He noted that 
the review committee’s opinions 
are advisory and researchers and 
editors are free-to publish no 
matter what the committee finds. 
“Most scientists are concerned 
that their work ... not interfere* 
with national security,” accord- , 
ing to Denning, chairman of the Pur- 
due University computer science de- + 
partment. He “would probably be™ 
very cooperative” with government 
agencies if they were to suggest ways 
to publish his work that would not 
damage national security. . 
Denning noted this is “a very, very 
sensitive issue” anc there are “very, 
very strong. feelings on both sides of | 
| it.” He himself is “committed to hy 
principle of openness” and feels ” 
shouldn’t tamper with” scientific 
freedom. Therefore, he said, he 
would like to see more data to prove | 
or disprove Inman’s supposed “hem- ; 


orrhage” of U.S. technology to the 
USSR. 


“Right 


4 


eee 


now 


“there is a certain 
amount of fuzzy thinking in govern- ; 


ment circles about technology trans- 


:  Inman’s idea is better thar. 


| ship, Denning said. But, 


— a 


dia manufacturing techniques that 
would be most helpful to the Soviet 

military. 
Most technology transfer px oblems, 
“can be handled without choking off 

[the bulk of scientific publcation,” 
Denning said. He suggested that an 
open discussion of the issues, per-. 
haps i in a public congressional hear- 
ing, could make the situation clearer. 
If there really is a national security 


3, problem resulting from the Sublica- 


tion of electronics research, he said, 
“more. 
! Draconian measures” of secrecy that 
i might be imposed by Congress. 
Inman’s suggestion that s.ientists 
risk a backlash of publicand »ongres- 
sional opinion against the r work 
will be seen by. some “as a kind of 
veiled threat” of governmen: censor- 
“Leing an 


optimist, ‘he prefers to thin’. of it as 


. Inman’s attempt “to find so:ne kind 


of middle ground” | between the two, 
“extreme positions” .of complete sci- 
entific freedom and government 
censorship. — 

Inman’s plan’ for a 
agreement” between 
and the scientific community may be- 
“a yeasonable solution.to the prob- 
lem,” according to Denning, who 
said “there are possibilitie. of com- 
promise” between the two ‘ides. 

“Inman’s proposals have that po- 
tential,” Denning said. 


“cooperative 
government 


i[CW, Jan. 18h’ 


‘ning. who said that Americans have 
indeed come up with the short end 


in scientific exchange ra h | 
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ARTICLE APPEARED 
ON PACE 


Weinberger, a microchip circuit, Inman: Warnings that Moscow intends to use the West’s own technology as a weapon 


‘J ast summer a fisherman off the North 
Carolina coast hauled in an unusual 
catch: a Soviet sonar buoy. Inside, Pentagon 
experts found a sophisticated electronic 
package that could transmit information on 
vater temperature, current speed and salin- 
ity—all of great value to Soviet submarines 
at sea. More disturbing was the discovery 
that the electronic chips guiding its opera- 
tion were replicas of circuitry made by RCA 


Corp. in the United States. That and many - 


similar incidents have convinced the 
American Government that the leakage of 
Western technology to the Soviet Union has 
grown to alarming proportions. Using the 
Polish crisis as its rallying point, the Reagan 
Administration bas launched a determined 
effort to persuade U.S. specialists and the 
Western allies to staunch the flow. In a 
bellwether speech last week, Assistant 
Commerce Secretary Lawrence J. Brady 
recalled the prediction attributed to Lenin 
“that the capitalists would gladly sell the 
rope with which they would be hung.” 

The United States took its case to Brussels 
last week at a special meeting of the NATO 
alliance to discuss Western responses to the 
military repression in Poland. The NATO 
ministers agreed that “Soviet actions to- 
ward Poland make it necessary for the allies 
to examine the course of future economic 
and commercial relations with the Soviet 
Union.” That examination will begin this 
week under the aegis of COCOM, the Co- 
ordinating Committee for Multilateral Ex- 
port Controls, an obscure organization in 
Paris that regulates Western sales of mili- 
tary, nuclear and sensMippindusieldt equipe 
ment to the Communist world. The U.S. 
. delegation will be pressing for much tighter 


‘asa Pore bs meee” ane kc: enla wEe nated atinntask 
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goods and technologies. “We will present 
new evidence to our allies on how the Soviet 
Union and Warsaw Pact are using Western 
technology to strengthen their offensive 
military capabilities,” Defense Secretary 
Caspar Weinberger wrote in the Wall Street 
Journal last week. rf 
Specifically, the United States will be 
pushing for strict new curbs on goods that 
can be used for both civilian and military 
purposes—and a total embargo on equip- 
ment needed by the Soviets to build their 
3,600-mile natural-gas pipeline from Sibe- 
ria to Western Europe. Such proposals have 


Washington launches 
adrivetocut — 

the flow of valuable 
Western technology 
to the East bloc. 


already raised protests in West Germany, 
where the Soviet trade is particularly lucra- 
tive. Faced with an unemployment rate of 
7.3 percent—the highest level in two dec- 
adés—-West German Chancellor Helmut 
Schmidt has been telling audiences that an 
American grain embargo would be a more 
effective sanction against the Kremlin’s 
misbehavior in Poland. And besides, insists 


‘aspokesman for the West German econom- 


ics ministry, “the East bloc has the raw 


leasac2Q03142W3 iaGd AnRORAd AAIAdR 


know-how. It’s a state of affairs which cries 
for cooperation.” 


I 


STATINTL 


4 


Larry Downing-—Newswein 


ecrets 


restrictions that the Reagan Administra- 
tion hopes to impose at home. Warning of a 
public outrage against any further “hemor- 
thage of the country’s technulogy” to the 
Soviets, deputy CIA directo, Bobby Ray 
Inman recently warned American scientists 
to voluntarily submit their we rk for review 
by intelligence agencies. The alternative, he 
asserted, would be “a confrontation be- 
tween national security and science” that 
could lead to repressive laws restricting the 
publication of any scientific findings that 
the government considered ‘ sensitive” to 
national security. 

Such a confrontation has already oc- 
curred between Washington and some ma- 


jor research centers. Last fall the State 


Department sent letters tu +cademic re- 
searchers across the country icquesting in- 
formation about the study programs of for- 
eign science students. Many sc.r00ls bristled 
at what they felt was an intrusion on aca- 


demic freedom. “Our respons was to send 
the State Department a copy cf the physics , 


department’s catalogue describing the 
courses,”’ says Edward Gerjuc-y of the Uni- 
versity of Pittsburgh. “These are our pro- 
grams and all of our graduate students are 
treated the same way.” The Massachusetts 
Institute of Technology also refused to co- 


. operate. “We do not do any classified work 


here, therefore I do not find it necessary to 

fill out the form,” says Herman Feshbach, 

chairman of MIT’s physics department. 
Cryptography: Many university re- 


| 


, 
| 


searchers docooperate with the government _ 


in sensitive fields like cryptography: a study 


academicians and gov- 
ernment intelligence specialists screens 
cryptography manuscripts before publica- 
eee ct. >;  «£ w« sagt 


pe 


Jeséarch. TeSould:requireeiew bureaus. 
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., igre Hay ve the zexta oft gnodideain” 
2 erie vague proposal made. recently by 
Bobby Inman, the ClA’s.deputy director. 
‘Hs aimed at denying hostile: foreign pow- 
ers. access to ‘scholarly research that could — 
‘help them adyance theif rititary technol- 
ogy.. But it reeds to be taghahe out much : 
more carefully... omar at Dee oe 


scientists that ‘publication nadine ¢ of. their. 
research might threaten the. nation’s secu- 
rity in: ways. they hadn't. anticipated. 

Yet we're also deeply troubled by any 
plan that would involve sending scientific . 
“pa rr Washington, Tense ir aor 
publication! Unless it were'entirely Yolun= 
tary, it woutd put at risk Americans’ ri ights 
+o speak and print’ “whatever ‘they’ wish. By: 
_hampexing scholarly discussion, ‘it, might 
do fax. thore hardethren good 1 to. scientific” 


_ racy of Science. monitors. And even if it hex 
“gan aya voluitaty gyetem, itcould ‘easily: 
* develo: a spomentum that" F would. budge it, 
along, a step a at a time, t foment compulsory’ 
censorship. 2" ade re +f RRS heen ie 
Several of the oe arinisteation 3. 
actions _ also. Suggest. that. Skepticism is 
few ‘aeeeks, 
“hast Sagi tight. new controls von official 
~ contacts. with. the press, proposed curtail. 
ing: accessto govermnent f files and suggest 1 
- ed barring foreign ‘students. from research- 
z& 2: projeete- that might: result" “in. “technology 
- leaks to their home eguntries. Taken, to- 
if ‘> gether with Tnisian ’s proposal. call ‘this: siig-" 
* Bests. an. “administration, v “with: arbudding. 
2. fetish fon weet aie not: “auch concert 
for the> “price. ° 


onthe Nee ens Phan were tot 


‘Still, we can easily imagine am inde- | 


pendent researeher unknowingly turning 
out a paper on some subject-—lasers, say— | 


that sould help an enemy develop a new | 
weapons system or counter an American | 
one. Inman claims that upcoming congres- 
sional testimony will reveal shocking in- 
stances of just such inadvertent exposures. 
If those examples do indeed demand | 
some corrective, then it might be accept- | 
able to set up a screening bureau and ask 
that research in specified areas be sent, 
septal for advisory review. 

.But-the safeguards would have to be 
eae The. subjects covered would have to 


‘be inextricably linked to security concerns. 


Submission would be up to the researcher. 
review would be prompt, and—to avoic | 
conflict with First Amendment guaran- | 
tees—researchers would be free to reject 
any suggested changes. = 4 
_.Andveven then we'd be none too com. | 
fartable. Whether the discomfort would be: 
“worth living with depends on how convinc. 
‘ing a case can be made ss any kind of 
security review. spe 


= y 
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U. S, Scientists Balk at En 
Restrictions 0 


By Philip J. Hilts 

. Washington Post Stat Weiter: 21! 

- University scientists and:admin- 
istrators, backed by the- ‘National 
Academy of Sciences, are!‘tesisting 
efforts of the federal government to 
further restrict Suviet : scientists” ac- 
cess to technological | information 
during visits to American ¢ campuses. 
T he. Reagan administration has 
become increasingly concerned that 
much of the Soviet Union’s military 
strength is based. on. its ‘acquisition 
of US: scientifie and . technological 
knowledge and developments. 
The confrontation was joined Dee. 
14 when Stanford: University re- 
ceived a routine letter from. the. Na- 
tional Academy about ‘a, Soviet ro- 


“who wanted to visit.four U.S. uni-. 
_versities, including Stanford. The 


letter said. that, in. State Depast- | 


ment orders, Umnov would have to 
be put under ‘certain. restrictions if 
he were to visit. 

Stanford refused to go ‘Aone with 


the restrictions, and. Stanford Pres- | 


ident Donald Kennedy expressed his 

“grave concern” over’ federal’ at- 
tempts to. apply. restrictions: to” aca- 
demic work. 

Robert McGhee, a. " professor at 
Ohio State University who was ex- 
pecied to host the Soviet scientist 
for the longest period while he was 
here, has also called the State. De- 
partment to back out of the i arrange- 
ment. He said he had no: means “of 
policing the activities of. Umnov for 
the six weeks he would. ben Colum- 
bus, Ohio... 

On Monday, the. ‘National, Acad 
emy of Sciences, which runs the ex- 
change program through. which the 
Soviet scientist would. visit,. backed 
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up Stanford’s position. A spokesman 
‘said the academy will stop acting as 
.a middle’ man and will no longer 
pass on State Department orders to 
‘universities, 

The academy no longer will help 
enforce’ restrictions on the scientists’ 
activities and access to information, 
at least until its officials can nego- 
‘tiate the matter with the State De- 
partment. Academy: spokesmen said 
this stance has been taken because 
recent restrictions are “stiffer than in 


years past” and in some cases “dif 


ficult or impossible to enforce.” 


“A State Department spokesman 
conceded - that the- restrictions may. 


indeed “be tougher than they have 
been inthe recent past. -* 

- -“It has a lot to do with the atmos- 
phere in-Washington, and the worry 
about what we.are leaking away to 
the Soviets,” he said. 9 = - 


, The academy’s sudden action this 
abel quickened the duel between 
academics and the government over 
questions of intelectual freedom and 
national security, ‘Two other recent 


incidents and statements have 
struck sparks between academies 
and the government: aut 


- Late last year, the State Depart- 
nent sent out about 600 letters 
questioning universities about the 
activities of Chinese scientists: on 
their campuses. In a half. dozen 
cases, the State Department esti- 
mated, -universities were ‘asked to 
restrict what the Chinese could see 
and do. Some universities, including 
Stanford and the University of Min- 


“nesota, refused to comply, and. the 
matter i is not yet settled. 


“Two weeks” ago, Adm.’ ' Bobby 
Tanai, deputy’ director of the CIA, 
told scientists": that they. should 
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ore img 
n Soviet “Visitors 


voluntarily “submit their work for 
government review and possible-con- 
sorship on national security grounds 
because much of Russia’s. military 
power is built.on U.S. science. . 

‘In the latest incident, Umm v’s 
request to visit four U.S. universities 
was relayed by the National Acad- | 
emy to-Stanford, the University of | 
Wisconsin, ‘Ohio State: University | 
and Auburn University- : | 

Umnov specializes in: building -o- 
hotic walking machines that traverse 
rough. terrain, and he was not to be 
shown any details ‘of the compu‘er 
programming that.runs such devi--es 


in this country. 


The government specified that he 
was to speak with scientists only at 
the theoretical level. He was not to 
be allowed any visit to industry. fe 
should have no access, “visual, oral, 
or documentary,” to production -e- 

search or any classified. or uncl:ssi- 
fied work that might. be funded by! 
the Defense Department. | 
Researchers who expected to |} ost | 
Umnov at the four schools all qu. es- | 
tioned the restrictions, partly he- 
cause the work going on at the fa- 
cilities is. not classified and i is~p. abs 
lished regularly. in tnleraational je ur: 
nals. x 

Andrew Frank, a professor at Wi ig- 
consin, said that the Russians krow | 
so much more- about tie field, -it | 
would be to our advantage;. ot 
theirs, to have Umnov visit. 

’ Asked about the possible sailitaey 
sensitivity of robotic machines that 
can move over rough terrain, he s:id 
the field is still at: the most basic 
level of research and for decades to 
come, “anything you-can do-w:th 
walkers, you can do becees with it0- 
torcycles ‘and cars.” 
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Silencing Science for Security 


During the next decade, scientists may 
face greater restrictions on the dissemina- 
tion of research results, said Admiral 
Bobby R. Inman, deputy director of the 
Central Intelligence Agency, last week. 
Inman suggested that one solution to the 
problem of balancing the needs of national 
security and science lay in including 
within the peer review process the ques- 
tion of potential harm to the nation. 

The threat to scientific freedom may 
come from growing congressional and 
public awareness that the bulk of the new 
technology used in the buildup of Soviet 
defense capability was acquired from the 
United States or its allies, said Inman. “Itis 
not easy to create workable and just so- 
lutions that will simultaneously satisfy the 
wide-ranging needs of national security 
and science, but I believe it is necessary 

-before significant harm does occur, which 
could well prompt the federal government 
to overreact,” he warned. 

Inman presented his personal views 
during a panel discussion at the annual 
meeting of the American Association for 
the Advancement of Science. He said this 
symposium is an appropriate place to 
“remember that national security and sci- 
entific interests can best be advanced 
through a joint effort.” 

However, many scientists have been 
concerned about possible restrictions on 
publication of their results. The day after 
the symposium, the Council of the AAAS 
adopted the following resolution as policy: 
“Whereas freedom and national security 
are best preserved by adherence to the 
principles of openness that are a funda- 


- mental tenet of both American society and 


se 


of the scientific process, be it resolved that 
the American Association for the Ad- 
vancement of Science opposes govern- 
mental restrictions on the dissemination, 
exchange, or availability of unclassified 
knowledge.” : 


Leonard M. Rieser, chairman of the AAAS : 


Committee on Scientific Freedom and Re- 
sponsibility, told Scrence News, “What we 
see is the risk of stifling the scientific and 
technological community, with a certain 


objective in mind, and through the proc- . 


ess weakening that community and 
weakening national security.” 


At the symposium, panelist Peter 3. 


Denning, president of the Association for 
Computing Machinery, said that if the 
United States lesseiis its free flow of scien- 
tific information, economic losses will 
greatly outweigh reductions in national 


' security risks. “The export control laws 


The administration is very concerned 
about the loss of technology to the Soviet 
Union, and the rnatter is being addressed 

by anumber of departments and agencies, 

said George A. Keyworth Il, presidential 
science adviser. “There is no considera- 
tion being given to any mandatory pro- 
grain_of government review of scientific 
papers,” he said. 

As a model of a “reasonable and fair” 
approach to the problem, Inman gave the 
example of the voluntary review of cryp- 
tologic research (SN: 16/17/81, p. 252) that 
was established while he was director of 
the National Security Agency (NSA). Re- 
searchers working in the area of cryptol- 
ogy send manuscripts to the Nsa for pre- 
publication review. So far, 25 papers have 
been subinitted, and none has caused the 
NSA any security concerns. 

Scientific societies should follow the 
lead of the American Council on Educa- 
tion, which proposed the Public Cryptog- 
raphy Study Group, Inman suggested, and 
establish dialogues with pertinent gov- 
ernment agencies to define problem areas. 
He listed examples of other fields where 
publication of technical information could 


er ote nn - rere ens 


affect national security in a harmful way: | 
computer hardware and software, other , 


electronic gear and techniques, lasers, 
crop projections and manufacturing pro- 
cedures. He added that basic research has 
rarely presented problems for national se- 
curity like those posed by applied science. 
Rieser, however, was concerned “about 
the way one thing leads to another and 
finally develops into inappropriate scien- 
tific censorship.” He said it is very difficult 
to keep scientific breakthroughs secret, 
and worried about-the tendency to lump 
science and technology together. = 
Legislated solutions are likely to be 
more, rather than less, restrictive than the 
suggested voluntary review systems, 
~ Inman said. ; 
"One example of restrictive legislation is 
HLR. 109, a bill introduced a year ago in the 
_ U.S. House of Representatives that 


aménds the Arms Export Control! Act to. 


authorize the Secretary of Defense to pre- 
scribe regulations that specify informa- 


i re nn ens 


tion to be protected from disclosure. The | 


Council of the Association for Computing 


Machinery argued that the legislation ° 
would threaten to silence or inhibit re-. 


search and development of computing 
technologies. : : 

Mary M. Cheh, a George Washington 

_ University law professor, concluded her 

presentation on the issue: “Suppression 


essen ROR gua dUURTTOTOY in RP DARD IRB UMRUAD Cbd 


cause it is easy to argue that publication in 
international journals is a form of export,” 


‘conception of national security which 
recognizes that unfettered scientific re- 


os ww 
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Can Science Be Censored? | 


Government officials have start- 


ed sounding a tocsin about a dan-' 


gerous drain of U.S. and Western 
technology to the Sovtet Union. 
According to Defense Secretary 
, Caspar Weinberger, ‘the Soviets 
: have organized a massive, systemat- 
ic effort to get advanced technology 
‘from the West,” particularly com- 
’ puter and electronics technology, to 
support their military build-up. 
When they cannot buy the actual 
hardware, either openly or clandes- 
tinely, they try to acquireit through 
bribery or theft. — optear 
‘As for information about the lat- 
est advances, they merely have,to 
read Western scientific journals. 
Adm. Bobby Inman, deputy direc- 
tor of the CIA, calls the publication 
of scientific work a “hemorrhage of 
this country’s technology.” He 


MEMPHIS PRESS-SCIMITAR 
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warns that unless scientists volun- 
tarily’ cooperate with the govern- 
ment in keeping some of their pa- 
pers secret, an alarmed public will 
demand laws forcing them to do 50. 

The scientific community has 
reacted with its own alarm. Publica- 
tion is one of the most important 
ways scientists communicate with 


each other. By attempting to deny - 


the Soviets our best science by not 
publishing it, we would lose the sci- 
ence ourselves, Says Robert Rosen- 
zweig of Stanford University. 

Requiring scientists to submit 
their research to government agen- 
cies for censorship would be a 
“nightmare,” says William Carey, 
an official of the American ‘Associ- 
ation for the Advancement of Sci- 
ence, ~ = 


STATINTL 


: Yet last year, when he wag head 


of the National Securi-y 
man initiated a voluntary system 
under which reséarchers in the 
mathematical theory of codes sub- 
mit their papers befor: publication. 
_ Since then, about 25 papers have 
been reviewed and cleared, with no 
apparent problems. 


We don’t know if the same kind of 7 


system could be exter.dad to every 
other sensitive field of technology, 
but the NSA program snows thatitis 
possible and need not be a “night- 
mare.” oe , 
Scientists, who are #3 patriotic as 
anybody else, should at least opena 
dialogue with the government 
about this problem, lest they bring 
about the very kind of clampdown 
they rightly féar. aie 
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Agency, In- | 


+ 
NS 


‘academic, communities. The com- 
-mittee’s recommendations are ad-: 


“There are,.in edditian,: other | 
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By Jake Kirchner 
CW Washington Bureau 

WASHINGTON, D.c. — Results ; 
of advanced research in computer | 
_hardware, software and other ar- 

- eas of electronics should be subject 
to U.S. intelligence agencies’ re- 
_view in order to restrict Soviet ac- 
cess to. technology critical to na- 
tional security, Deputy Central 
Intelligence -Agency ‘Director 
aoe Bobby R. Inman said Saat 

y "oa, STS 

Unless iicarchivs ‘submit to a 
voluntary review system, - they 
- may be faced with more stringent, 
legislated measures, Inman told! 
the annual meeting here of the 
‘American Association for the Ad- 

_ vancement of Science (AAAS) ear- 
‘lier this month. 

Inman noted the National Secs 
rity Agency (NSA) last year devel-; 
oped a voluntary review process’ 
for cryptographic research : with! 
the private sector. The process was; 
initiated by Inman when Ae’ was" | 
head of NSA. St 

That process consists of abate 
ting research findings to the Pub- ! 
lic ‘Cryptography Study Group; 
formed by the American Council 
on Education and representing 
NSA and the U.S. sciéntific. and 


visory, and researchers are free to | 
publish their work as they see fit. | 


fields where publication of certain®: 


‘technical information could affect. ' 


the national security in a harmful | 
way,” Inman told the AAAS. Ex- ! 
amples include “computer hard- | 


“ware and software, other-electron- 
‘ic gear and techniques, lasers, crop 4 


projections and manufacturing , 


' procedures, ” he said. . ea | 


COMPU LE? /ORLD 
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Deputy.CIA Director Wants 


~ Reviewed, 


Be Opinion Backlash . ie | 
“{nman warned of a backlash of | 
public and congressional opinion: \ 
against the free access of foreign | 
governments to U.S. technical ; 
knowledge. This could result in a | 
‘wave of restrictive measures im- ; 
posed on scientists, he said, claim- 
ing much of the Soviet military 
ee is Alene bese on 

U.S. research. . 

‘Reaction to Inman’s eaiittes 
among scientific and DP profes- | 
sional organizations has been gen- | 
erally negative, although repre-: 
sentatives of several such groups | 
contacted last week pointed out | 
that Inman was not specific about 
how this’ voluntary censorship 
should be handled. They uniform- 
ly suggested that while technol- 
ogy diversion to the Soviet Union 
js a recognized problem, such cen- | 
sorship could have a chilling ef- | 
fect on the U.S. scientific commu-*, 
nity and hurt the U.S.. more than 
‘the Soviet Union.. 

- But, according to Inman, ’ ’scien- 
‘tists’ blanket claims of scientific : 
freedoms are somewhat disingen-. | | 
uous in light of the artangements -' 
that academicians routinely make . 
with private corporate sources of | 4 
funding.” National security con-" | 
cerns should be above ’ ‘corporate, t 
commercial interests.” wre Ae 


Bate a 
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Moreover, Inman told the associ-- of 
ation meeting, “much cf the stim--; 
ulating effort for computer sci-" 
ence in this country came from,| 
government sponsorec and con-. | 
trolled classified activity.” Hey 
maintained that “science ana na=* 4 
tional security have a symbiotic’) 
relationship — each benefitting | 
from the interests, co.icerns and | 
contributions of theother. | 

“In light of the long history of | 
that relationship, the suggestion is - 
hollow that science mijrht be — or i 
should be — kept apart from ne 
tional security concern: or that na-: 
tional security concerns should 1 
not have an impact | on ‘scientific, 
freedom,’” He said." . hd me 


Approved For Release 2003/1 2/03 : CIA-RDP91-00901R000500260004-4 


Approved For Release 2003/12/03 : CIA-RDP91-00901R0005 


AFVECLE APPEARED 


Secrecy, Security and Science 


A SIMMERING CONFLICT between the in- 
Pip telligence and defense branches of govern- 
ment and parts of the scientific community be- 
came several degrees hotter at a session of the 
American Association for the Advancement of 
Science, Adm. Bobby R. Inman, deputy director 

_of the CIA and former director of the National Se- 
curity Agency, challenged scientists in a wide 
variety of disciplines to accept a system of volun- 
tary regulation, including pre-publication censor- 
ship, or be “washed away by the tidal wave” of 
publicanger, ~~ : owe 

‘The controversy has ‘its origins in the obscure 
field of cryptology. In the past decade, rapid devel- 
opments in computer technologies, including the 
development of microprocessors, have led to aca- 

- demic and commercial interest in a field that was 

once the sole province of governments. With such a 

large fraction ‘of commercial and financial transac- 


tions being conducted through computers, there. 


were new reasons to fear industrial espionage, large- 
scale embezzlement, the invasion of private medical 
records and so on. The need to develop secure com- 
puter codes, coupled with the newly available tech- 
nologies, brought many people into the area of re- 


search that underlies the making and breaking of ° 


secret government codes and ciphers, ti; 
Exactly how much of a security threat such re- 
search poses can be fully answered only by someone 
with access to the classified material. Experts in this 
type of research and in the history of cryptology dis- 
pute the degree of danger claimed by Adm. Inman 
and others in the government. But the country’s 
ability to intercept other countries’ communications 
--and to keep its own messages-secure is undeniably 
vital, and- intelligence agencies are obviously pre- 
cluded from presenting evidence to support their 
claims. The most. prudent course may he, therefore, 
‘to accept the :government’s assertions that at least 


some public cryptology. research would harm na- - 


tioaal security, while keeping an ear tuned to those 
who warn of governmental excess. ot 
Adm. Inman, however, went further. He stated 
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the government's desire to restrict research ™ a. 
number of other fields including “computer hard- 
ware and software, other electronic gear and tech- | 
niques, lagers, crop projections and manufachucing | - 
procedures.” This sweeping but vague list would af- | 
fect dozens of scientific and engineering disciplines. 
Justifying it, he said a “hemorrhage” of U.S. tech- 
nology is heavily responsible for major impreve- 
ments in Soviet defense capability. ---. . 

Just how widespread that anxiety is in thig ad- 
ministration was evident from the brochure, “Sovies 
Military Power,” issued last fall by the Pentagor . It 


. described the opportunities provided to the Soviet H 


Union by Western scientific methods, including tree ! 
communication, detailed publications, conferences | 
and symposia and international exchanges. These, it | 
was noted, provide information: valuable to rhe 
Soviets and therefore damaging tothe Unired : 
States. The trouble is, however, that such practices ‘ 
are also an important means by which USS. scien-! 
tific preeminence has been achieved. To place on! 
many restrictions on our successful system becaiise | 
it helps a system crippled by comparable rest. ic-| 
tions would be foolish. : Teena i 
‘The openness of American society.is a source of! 
both weakness and strength, and always has been. | 
We have not heen terribly good at protecting tech-! 
nological secrets that can sometimes provide a: 
maior security edge for many years at very low ccst. : 
But the same openness has been responsible ‘or : 


_ producing those technological advances. The cost of 


an over-cumbersome system of secrecy restrictic.ng*_ 
in slowing U.S. scientific and technological DIOgT'ss_ 
could tarn out to be far greater than the advan‘; gel 
denied to our enemies. Moreover it may simply be 
impossibie to impose—modern science is a thor- | 
oughly international endeavor. 9. -- | 
This is not to deny that there are valid secur ty | 


concerns that could and should be met. But they | 


seem to us narrower than Adm. Inman and the ['e- , 
fense Department have suggested. If a more plausi- | 
ble case for severe restrictions exists, the govern- | 
ment should make it. . 2.0 Deed iss 4 
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By DANIEL S. GREENBERG 


WASHINGTON — Are the Soviets 
really dipping into this country’s vast 
output of scientific and technical 
knowledge? 

No question about it — indeed they 
are. But there is a serious question 
concerning what we should do about 
it. A resolution of that question is 
becoming more urgent as senior 
defense and intelligence cisefs inten- 
sify demands for important segraents 
of American science to curtain them- 
selves off from prying eyes. If science 
doesn’t voluntarily censor itself, Ad- 
miral Bobby R.,Inman, deputy direc- 
tor of the Central intelligence Agén- 
cy. warned last week, its traditional 


' resistance to ‘regulation of any kind” 


will be “wiped away by a tidal wave” 


-Of public and congressional concern. 


When it comes to pressuring sci- 
ence into trimming its ancient prac- 
tice of unrestricted communication, 
the admiral already has a historic 
scalp in his belt. For it was under his 


prodding, while he headed the super- 


19 JANUARY 1962 


‘The CIA Man’s Formula: 


‘For Smothering Science 


Secret National Security Agency. that 
university-based computer scientists 
agreed to a voluntary system of 


government prepublication review of | 


research papers of possible value for 
making and breaking codes. That 
reluctantly taken step, even with its 
voluntary feature, represented an 
unprecedented surrender in the 
peacetime history of our scientific 
community. Now Admiral Inman ard 
his” national security colleagues, 


backed by approving statements from : 
the White House, want to extend the | 
principle of voluntary collaboration to | 
most. if not all, of American science _ 


and technology. Is that a good idea? 


To the tunnel-visioned bureaucrats ‘ 


of nationa} security, it’s obviously a 
splendid idea. But their embrace of 
its reflects a medieval grasp of the 


- workings of 20th century science and | 


technology — so much so, that it is | 


reminiscent of perpetual-motion engi- 
neering, leech medical therapy, and 


alchemy. 


i 
1 
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hg eed a EE Oy NAN i otc ie er 
Scientists th reatened by. ‘security’ ploy — 
By JOE SHAPIRO - + the AAAS journal Science two weeks: gO," 4. In,;,an~ attempt, to allay - the ne «of | 


The Reagan administration fa told U.S. 
scientists to ug aoe in the new cold war or 
else, ott. 

This message was delivered aie: Adm. 
Bobby R. Inman, deputy director of the CIA, 


to the annual mecting: of the prestigious - 


_American- Association for the Advancement 
of Science (AAAS) in Washington last Weck. 

In a panel discussion on Scientific 
Freedom and National Security, Inman 


advised scientists to establish a voluntary’ 


system by which research in sensitive areas 

would be reviewed .by - security agencies. 

before research proposals wer, funded and? 

"before, results y were # published: df this-system : 
Pwas not Set’ “Up. fnman ‘threatened that. a 
“tidal wave’! of public outrage would force 
Congress to enact measures to prevent the 

leakage of speurlty related Infermalign to 

the Soviet -Ustion. «*. + atte dacs * 

Inman later said shee was" expressing - a 


personal view and not that of the: CIAL: 
Nonetheless, it is clear that his talk is part of 


a long-term strategy to increase Department 
of Defense control over scientists, especially 
unese at iniversities: : 

= Over: thé last’ year, 


reduced drastically. In a letter published in 


~ “The Soviets exploit scientific exchanges as «.- 


‘ orchestrated, centrally directed effort.aimed 


hee Hot: ‘want'to be subject ‘to the whims of 


‘Technology,. 
“restricting the exchange of knowledge .or 


v importam research. Goldberger, a° well-’» 
scientific exchange 


programs with the Soviet Union have been © . that designed the automated battlefield used : 


Deputy Sccretary of Defense Frank -C.. 
Carlucci attempted to justify this by arguing, 


scientists" ‘without losing their support,:; 
White House deputy*press secretary Larry”: 
~ Speakes stated Jan. 8, ‘*The: ordi nistration | 
well as a variety of other.means in a highly -. is very..¢oncerned about the [oss~.of 
“technology to the Soviets. It is es 
«being setiously dddressed by a number of. 
. departnients arid agencies. . There is no) 
‘consideration being given tc any mandatory | | 
_, program for review of scientific papers: 
. At the same time, an offictal displayed a; 
These developimente7a are causing concern: circuit board claimed to be from a Soviet | 
~ among scietitists: William Carey, executive... buoy fished, out of the water off the North 
director of the AAAS, said that scientists did-¢ Carolina coast about six months ago. This 
' buoy, he said, measures ocean currents and: 
‘unkown people inside -the..walls? of.: thes! ae ‘témperatures and radios this information 
military, not just about immediate probienis.* "4 back to the Soviet Union fo; possible use in4 
but potential ones..." eae ‘antisubmarine. warfare. The circuits, he, 
Even some scientists with. cise ties to the. 2) Said, care: ‘direct copies of U.S. circuits.’ 
military are upset. Marvil L.. Goldberger, :? Inman's :proposal has 2 precedefif,” “si 
president’ of the California . Institute of: .* which he. himself was involved: a voluntary < 
said he would go. slowly on system. has bcen ‘established’ in’ which: 
= mathematicians. working in: odemalig and. 
*T eddebreaking Submit their papers *tothe® 
-jNational- _ Security Agency,. for. clearance. 
* before publication. However. Inman’ sspeech:: 
18 a thajor escalation, to include such areas: 
as computer hardware and software, others: 
electronic gear ‘and techniques, crop prove 
*. jections,. and manufacturing procedures.. 


at gathering the technical ‘information 
_. tequired to enhance their military posture.!- 
‘In addition, the sale: of high-technology’ 
equipment to the Soviet Union has been . 
curtailed. pa SS SE Oat 


ideas, because such restrictions simply drive: 
the best scientists away from doing?” 


known theoretical physicist, was a founder of | 
JASON, an elite group of academic scientists >. 


in Vietnam. | . stats 
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ARTICLE APPEARED THE WASHINGTON POST 
ON PAGE a 13 January 1982 
Corrections |. 
= ie st" Friday e was, 5 res! 


rted that'Adm. Bobby“R." 
onmary deputy . director ‘of, 
the CIA, asked scientists: to. 
‘allow. intelligence agencies to. 
‘screen* their work. prior to. 
‘publication, for possible cen- | 
‘sorship. of. militarily -“sensi- 
itive” material. Inman-did not 
dimit the reviewing’ to’ intel- 
Yigence agencies; he also‘sug- | 
“gested that other, government ' 
-agencies, for commercial as ' 
“well as military © outta 
:might screen scientific work. 
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A iid on scientific information? 


HE RUSSIANS are get- 
‘ting a lot of technical in- 
| ks formation. from the 

United States and putting it to 
use in their military buildup, 

says Adm. Bobby R. Inman. The 

deputy director of the CIA thinks 

a key means of stopping this is 

for scientists to let U.S. intelli- - 
gence agents examine their pa- 

“pers: before ‘they’re published. 
They should’ do- this voluntarily - 
Or else eo ee ge FS 


That was the message Adm. oe 


~ Inman ‘délivéréd “recently to a‘ 


.. panel-session» at the-annual- 
meeting: of the-American Asso-: - 
ciation-for the.Advancement of | 


investigations’ now ‘in progress. 
will demonstrate that as the So-- - 
viets have expanded their mili--~ 
tary, “the bulk. of new-° 
technology which they have em-=:-. 
ployed' has been acquired from:> 
the United States.” 01.0 sey" 

” Partof his remedy would be . 
an intelligence review of scien- 
‘tists’ work. to. see. if’ any of it. 
Should be. stamped Secret. If : 


bey 
ee Stet 


~ predicts a “tidal wave” 
outrage and of laws restricting - 


country’ 


Not. . *: 


January 1982 


scientists don’t agree to this, he 
of public 
their work. dhe, Sad 

Apart from his blatant at- 
tempt to throw fear into the 
scientific community, the ad- 


miral’s approach is wrong on a 
pp s 


couple of counts. For one thing, - 
it implies that scientists. are 
somehow: responsible for what 
he calls 4 “hemorrhage of the - 

D s}technology.” They're 


z 


‘he Soviets get technology 
from the: West mainly. by -pur-: 
chase of:our goods and by read-. 
ing our technical publications. In 


pony 


+ 


predictor: control use. A com-. 
puter and-its programs. can be 
employed in many ways, in both 
military and civilian sectors. 
Maybe the United States ‘would 


want to choke off sales of such 
- equipment | although ‘that 


seems: doubtful. — but could a 
free country’ effectively’ police. 
all of the hundreds of publica- - 


Hons in’ which technical. infor-. 


~ 


i 
i 
| 


mation is printed? Would it want i 
to? 


Auother problem is that 
keeping scientific knowledve se- 
cret for very long is Virtually 
impossible. No country Tas a 
monopoly on. brains o: re- 


time. : By Sh, ine 
~-ome Ib.can make~sense not to 
‘broadcast information on aspe- 
- Cially sensitive matters w:th a 
strictly military application, 
‘like the -H-bomb formula; but 
even data in so narrow an area 
as this. cannot -be: indefinitely | 
‘bottled up. The kind of lid adm. 
Inman wants to clamp on srien- 
tific information could never 
Spread wide enough or hold “ight 
enough to be effective. It is un- 
dignified and inappropriate for 
him to threaten scientists with a | 
‘backlash in public ‘opinion. The 

to 


public understands this situa 
better than he thinks." 
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7 having to share advances made within | 
‘its borders. But this’ advantage is | 
ame achieved through-thethods<that the | 
~~. United States:and free societies cannot | 


.. procedures, but to place the flow of all’ “projection and man f i ya 
Scientific publication under the.control. 2euge ‘under an fabne ee 
of théCIA and other secret intelligence : ‘censorship would be more dama ging to: 
agencies, voluntarily or otherwise, — the cause of national security and pros- 
would. seriously. damage the quest for ~. perity than the sharing of non-classi- 
knowledge and inhibit-scientists from _ fied U.S. technical knowledge and pure 
‘Pursiling projects in fields that are research with the world... - 


athe Ar ee 
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(U.S. Officials Fear Unclassified 
. see fa i » 
| Scientific Information May . 
Help Russian Military 
tig Loges ' i * é 
_ ‘By PHILIP M. BOFFEY “ Ean 
High Pentagon and ‘intelligence..offf 
| ciala are urging that action be taken to 
stem the flow of unclassified scientific 
communication that might be of mill: 
tary valuetothe Soviet Union. tena 

Their increasingly strong exhorta- 
tions are causing concern among lead- 
ing scientists who consider an. tinfet: 
tered exchange of ideas and information 
essential to the further progress of §ci- 
ence and to American technological and 
military power. : Teas, 
. “Erank C, Carlucci, Deputy Secretary 

[of Defense, recently warned the Ameri- 
can Association for the Advancement'of 
Science that “the Soviets exploit scien- 
tific exchanges a3 well as a variety. of 
other means in a highly orchestrated, 

; centrally directed effort aimed at gath- 
ering the technical information required | 
to enhance their military posture.”” 2, 

In a letter published in Jast weekts 
issue of the association's journal, ‘Sci- 
ence, he volced concern over the disclo» 
sure of sensitive information through 

lexchanges of scholars and students; 
joint conferences, publication of articles 
in the open scientific journals and tne 
Goyernment’s own depositories of teeh- | 
rical data, : ; 

Fallureto Provide Data oo" 


- Mr. Carlucci said the exchange of jit- 
formation under bilateral agreement 
was often “one-sided,” with the Soviat 
Union acquiring information from the 
United States but failing to provide data. 
requestedinretum ~~ Rents 
_ He also said the Russians wer2 “mise. 
using” an exchange program for young 
i scholars. He said the United States was. 
sending young students, mostly in- the 
: humanities, while the Soviet Union was 
; sending senior technical people, somp. 
‘ from military institutions... .. ste nana 


topes 


NEW YORK TIMES 
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' Mr, Carlucei. said Soviet exchanga’|| one 
scientists were often involved in applied) | mat 
military research. As an exampie, he, | papt 
cited the case of a Soviet scientist. weoi | Nati 
studied “the technology of fuel-air ax, | fore 
plosives” at a leading American univem | Hevs 
sity in 1976-77, under the tutelage ofA, used 
professor who consulted on such Gevices;| Re 
forthe Navy. . tani | Was 
He said the Russian also ordersd{| onw 
numerous documents pertaining to fuei- | in 0 
air explosives from the National Techni-|} tions 
cal Information Service, an unclassified || _ W: 
tachnical depository operated by the} thes 
Commerce Department. Then, Mr, Cat) men 
lucci said, “he returned to his work it} Inm 
the U.S.S.R. developing fuel air explo}. cern 
sive weapons.” ~ _-2-# W intenuons ana 1 con't take it WEAty. we | 
‘ PentagonIs ‘Alarmed -r yin, Cee Sit as i i j 
ear ears ; . Carlucci’s “letter fo: 
fee Goincla Se done cea rs vitied | Ce ee 
» an ise}) including some exchanges that were dis- : 
continued because they were 50 one | 
sided” and that ‘‘he barely touchec ord 
the problems ofthe open literature anc | 
‘international conferences.”’ fe. 
Frank Press, president of the Na! 
tional Aeaderny of Sciences and former! 
scientific discourse.” are cab pies adviser to President Carter. 
ae Bobby He tzan,Depity Decoy St ne St) exeiaes Dro 
tor of Central intelligence, went a.steo] and that individual scnolarly exchanges 
further in a speech to the science assocl-) few scientists, “The big leakageis in they 
force ue meeting in Washington] trade journals and the open literatur’s 
é xX. - © ond we're not going to stop that,’? hex 
He suggested that a voluntary system! caid. yt? hk ere es le 
might be needed in which potent se Sent the price we pay tora tres: 
curity agencies could have some voice, Marvin L. Goldbere er, presi dane al 
in reviewing research proposals bet 21 the California Institute of Technology « 
funds were provided and in examining) saidhe would ‘go slowly” on resirictinu: 
research results before they were pub’! the exchange of knowledge or ideas." 
lished. He expressed particular concer; We said such restrictions simply drive} 


amet] 


said he did not wish to amplify his letter. 
In the letter, he said that the Defense 
Department “views with alarm” suet 
| “bjatant and persistent attempts”? to si 
| phon away militarily useful information 
and believes it is “possible to inhibit this 
flow without infringing upon legitimate 


ayes 


over “computer hardware and soit-; son ti ABE 
ware, other electronic gear and tech-l saserpeer oer Bway shor going sim 
niques, lasers, crop projections, and’ ° ae 
| manufacturing procedures.” <r 

Admiral Inman later said in a tel 
phone interview he wa3 expressing a 


| personal opinicn, and not the agency:s" 


views. He said he was not concerned, 
-kind of research that academic scieny| 
tists are most involved in, but he was, 


research and technology. 
Pressure for Curbs 
Government officials have torig! 
sougnt to curb the export of devices-and’ 
technical plans that can quickly be ap~ 
plied to military or industrial purposes.” 
In recent years, the Government hdo+ 
also sought to stern the flow of sensitive 
scientific information and ideas. Under: 
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tists Call 


By Philip J. Hilts 
Washington Post Staft Writer 

Skeptical and openly hostile scientists ar- 
gued yesterday that submitting “their research 
for censorship ‘by intelligence agencies to pre- | 
vent it from being exploited by the Soviet | 
Union would be an “unworkable nightmare and 
the United States would be the big loser. 

Adm. Bobby R. Inman, deputy CLA director, 

urged scientists at the American Association 

for the Advancement of Science convention 
Wednesday to submit to censorship voluntarily 
because, he said, there is a “hemorrhage of the | 
cuuntry’s technology,” and the Soviet military 
advances of recent years have been based 
largely on the work of U.S. scientists... 


He suggested that U.S. scientists submit 
their work,- both “prior to the start of research 
and prior to publication,” to U.S. intelligence 
agencies so they can censor work considered 
harmful to the national security. 

Yesterday, Larry Speakes, White House 
deputy press secretary, said: “The administra- | 
tion is very concerned about the loss of tech-' 

nolozy to the Soviets. It is a matter being se- | 
ricusly addressed by a number of departments | 


and agencies. There is no consideration being 
given to any mandatory program for govern- 
ment review of scientific papers.” 

The United States will urge its allies later 
this month to crack down on the legal and il- | 
lezal flow of militarily important technology to | 
the Soviet Union, defense officials say. 

“There have been some terrific losses,” par- 
ticularly in micro-electronic know-how vital to 
a range of modern land, sea and air weapons, 
said an aide who asked to remain anonymous. 

One official displayed a circuit board he said 
was in a Soviet buoy fished out of the Atlantic 


-by an American boatman off North Carolina 


about six months ago. This buoy, he said, au- 


_tomatically measures ocean currents and tem- | 


peratures — information valuable in anti- | 
submarine warfare — and radios it back to the | 
Soviet Union. The circuits, he said, are “direct | 
copies of US. circuits.” ans Le ye | 
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esearch Cens 
AT? OF | 
a “Nightmare’ 


USS. officials suggested that much of the | 
movement of key technology through illegal , 
channels is material that has been stolen—ei- | 
ther by peopie doing it simply for money or l 
those carrying out espionage assiznments. He 
also said some U.S. companies assemble equip- i 


“ment in Third World nations and that some of 


their workers may make off with samples. _ 

In attempting to deny the Soviets our best 
science by not publishing it, said Robert Ro- 
senzweig, a spokesman for Stanford University, 

“we would lose the science ourselves. We would 
be the bigger loser.” 


He said an enormous number of scientists | 
and their work would be involved in any at- | 
tempt to shut off publication of sensitive re- . 
search. Thus the program would be unwork- 


‘able and “disastrous” and might lead to pro- - 


grams still worse to correct the situation. | 


William ‘Carey, executive officer of the 

AAAS, the largest general science membership 
organization in America, said that “What 
alarms scientists about the [Inman proposal] is 
that once science accepts the government's 
right to prior restraint... the programs are 
carried out by individuals i in the national se- 
curity establishment. They resolve questions 
where there is doubt on the side of censorship 
rather than the freedom of scientists.”. 

He said scientists did not want to be subject 
“to the whims of unknown people inside the 
walls of the military, not just about immediate 
problems, but potential ones... . This would 
be a nightmare, no more and no less-than a 
nightmare.” 

“Sydney Weinstein, director of the Associa. 
tion for Computing Machinery, said he ob : 
jécted to the use of scare tactics, such as talk . 
ing about the Soviet threat or the threat of 
legislation, “to make people do what they want 
them to do. There should be a more rationai- 
way of dealing with this.” ; 


Carey and Frank Press, president of the Na | 
tional Academy of Sciences, acknowledged that | 
there is a problem in the, way technology is! 
picked up by the Soviets and others. Press: saic | 
Inman has, until now at least, opened a dia 
logue with the universities in a way that is un 


: 
srecedented for someone in the intelligence: 
ae | 

: i 


at 


ae 


es 
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Scientists Warned on Secrecy 


__ WASHINGTON, Jan. 7, (AP) — The 
deputy director of the Central Intelli- 
gence Agency warned scientists Thurs- 
day that they faced legal restraints un- 

‘jess.they voluntarily agreed to meas- 
ures to prevent the loss of sensitive mili- 

‘tarily technology to the Soviet Union. 

Ina speech at a panel discussion of the 


annual meeting of the American Associ- 


ation for the Advancement of Science, 
the official, Adm. Bobby R. Inman, pre- 
dicted a ‘tidal wave” of outrage when 
the public learned of the ‘“‘hemorrhage 
ofthe country's technology.” - 

He. predicted that such pubile pres- 
‘sure would lead Congress to pass tough 


laws. restricting sclentific exchanges ot 


information or the publication of scien- 
tific. papers that the Government 
thought might affect the national securi- 


. ty. ; . 
_ Current Congressional investigations 
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will show that In the Soviet military 
buildup “‘the bulk of new technology 
which they have employed has been ac- 
quired from the United States,” he sald. 
Admiral Inman said research fields that 
might be affected include computers, ; 
other electronic gear, crop projections | 
andsomemanufacturingtechniques. | 


When he was the director of the Na-| 
tional Security Agency, Admiral Inman | 
helped establish a voluntary system in: 
which scientists publishing research in: 
codemaking and codebreaking submit 
their papers to the security agency for 
clearancebefore publication. 


He did not offer a specific plan for ex- 
tending voluntary submission of scien- 
tific work to other areas, Dut he sald that 
scientists would find a voluntary. pro- 
gram preferable to one established by 
Congress. . 


AT Ly! SOSA RU 
arate Ons AE EARED 


Scientists Urged 
do Submit Work 
For U.S. Review 


By Philip J. Hilts 


Washington Post Staff Writer 


Adm. .Bobby R. Inman, deputy 


director of the CIA, warned scien- 


tists yesterday that they face a gov- 


ernment crackdown to curb Soviet. 
‘use of. militarily sensitive American | 


technology: unless they ‘agree to vol- 


untary “reviews” of their’ ‘work by 


intelligence agencies. 


. If scientists do not coopernta’ in| 
keeping some of their papers secret.’ 
voluntarily, they will- encounter a 
“tidal wave” of public outrage result- 
ing in tough restrictive laws, Inman. 


told a panel at the annual meeting of 
the American Association. for, the 


-Advancement of Science. 


Scientists should beware that con- 
gressional investigations “now in 


progress will point up the “thorough- 


ly documented” fact that,. in. the 


‘buildup of Soviet defense capability, 


“the bulk:of new technology. which 
they have employed has. been ac- 
quired from the United” States,” 
Inman said. 

When the details of this Sijemna: 


thage of the country’s technology” 


become known, Inman said, public 
outrage. will lead to laws restricting 
the publication of scientific work 
that the government might consider 


“sensitive” on maul _ pouty 


grounds. 
Most of the aides sanehtad of 


military officers and - businessmen: 


who appeared to sympathize with 


Inman's proposal. He : got -hostile - 
‘questions, however, from the handful. 
‘of scientists present:” They ' ‘consid-* 
ered the oe ss deals censor-" 
‘ship. * oo apg LENIN ; 
“The tides are moving, ‘and mov- 
ing fast, toward legislated solutions _ 


« 
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that in fact are likel 
not less restrictive, 
system he has sugges 
When he was dire 
Agency, the codema 
agency,’ Inman led ¢ 
private researchers 


or 


‘mathematical theory ur woul 2. 


The NSA also briefly imposed secrecy orders on 
some private code research in recent years. 


But in April, 1981, the National Science Foun- 
dation, the American Council on Education and 
the NSA cooperatively produced a voluntary re- 
view system: under which scientists can submit 
their papers to the NSA and receive a judgment 
on whether they. possibly contain information 
damaging to the national security. 


Since then, about 25 papers have heen reviewed 
and none- had problems, - according to Daniel 
Schwartz, until _ Tecently chief. counsel for the 
NSA. 


a wants to extend this sort of voluntary | 
system. ta.many other kinds of. work, he said yes- 
terday. ' 


“There are other fields where publication. of 
certain information could affect the national se- 
curity in a harmful way,” Inman said. He cited 
“computer hardware and software, other electronic} 
gear and techniques, lasers, crop projections, and | 
manufacturing procedures.” 


Rather than a faceoff between ecinasts and 
the protectors of national security, he said, “I be- 
lieve a wiser course is possible.... A potential bal- 
ance between national security and science may 
lie in an agreement to include in the peer review 
process, prior to the start of research and prior to 
publication, the question of pene ner to > the 
nation.” * “ : ee . 
He did not go into detail exceok 6 say 7 that Ns 
would like to modify in some way the manner in 
which scientific work and papers are normally re- 
viewed to allow intelligence Beene access to the 
system. ae 


Inman said one Satien G in velbine: cooperation 


- from scientists is that intelligence agencies usually. 
cannot explain why they want to censor a vartic- 


lar publication, or even define the kind of ‘infor- 
nation they want to censor, because this may be 
& revealing as the publication itself. 


But he warned that those who say “don’t give 
us any regulations” are “about: to have that way of | 
thinking washed away by, the tidal v wave” 2” of public 


, Outrage. Sear ee cae 
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PBI, CIA Pla 
A Little Game 
Of Snow White 


The FBI ae CIA are playing a. 


‘little game of Snow. White: “Mirror, 
‘ mirror, on the wall, seas 3 the purest 


of them all?” -’ 
The CIA, it seems, “has its doubts 


about the FBI's elite, 110-man coun- - 


terintelligence staff. This is a role- 
reversal ‘of the days when the late 


FBI director J... Edgar Hoover ~ 
doubted the CIA people’s loyalty. 


Here’s one incident: ~ 
Jn late October, the FBI naaened 


‘two G-men-to the CIA for liaison 


duty. The FBI agents belonged to 
the bureau’s counterintelligence 
force, supposedly the creme de la 
creme. 

But in the course 2 of hate ilies: 


the FBI men would have access to. 
documents even beyond the top-- 


secret category for which they had 
been cleared. So the CIA made them 


submit to the agency’s rigorous poly-: 


‘graph tests, something the ¥BI does 
not require. 
One of the G-men passed the lie- 


detector test; the other flunked. The | 


CIA refused to give the second man 
clearance. 

The questions in the CIA’s poly- 
graph examinations are extremely 


personal. They include such subjects .-- 
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as 3 ééxual pisterants and Sindh 


past and present, and any other per- 
sonality traits that might render a 
CIA employee vulnerable to black- 
rnail, greed or ideological temptation. 
All CIA employes know they may 
be asked to take a lie-detector test at 
any time, without warning or stated — 
reason. An innocent-looking red se-. 
curity pass merely turns up on the 
employe’s desk. It’s a non-refusable - 
invitation to the security office for 
interrogation, while.hooked up to the: 


sweat-and-pulse beat machine. * 


But FBI agents aren’t accustomed 
to such treatment. So when the one 


agent failed the CIA polygraph, his. : 


bureau bosses were unimpressed. 
The questions the G-man flunked 
involved his continuing contacts with 
the KGB. Sources told my associates . 
Dale Van Atta and Indy Badhwar 
that the agent, as a counterintelli- 
gence officer, dealt with undercover | 
KGB people as part of his job. He 
may have expressed some sympathy 
for one of his KGB targets. No big 


‘deal, according to the FBL 


But to the CIA, the PBI man was 
a potential double agent. CIA Direc- 
tor William J. Casey and his deputy, 
Adm. Bobby R. Inman, were report- 


- edly alarmed by the polygraph test | 


results. They suggested that all 110 | 
FBI counterintelligence agents be 
run through the CIA’s lie-detector | 


tests. Inman, a fan of polygraphs 
_ since his days as head of the Nation- 


al oe ee ee oS 
the idea... PARE “Gare asl 


When FBI Bae William « WV jeb-! 
ster broached the idea tentative .y, he” 
was confronted with a virtual -ebel- 
lion. The counterintelligence staff 
refused to submit to the rival agen- 
cy’s polygraphs, and some tireat-- 
ened to quit en masse if required to 
do so. Webster told the CIA to for-- 
get about the polygraph tests. 
What Webster didn’t realiz, ac- 
cording to my sources, is that there 
were two reasons his counteriteili-’ 


x ‘s a aecemcecerreniennttn mmeninentinms = =e 


_ gence agents didn’t want to take the . 


polygraph tests. One was their pro-_ 
feasional distaste for being pushed 
around by another bureaucracy. 

But the main reason was fear that» 
the CIA lie-detectors might turn up 
sore unpleasant information. x 

Footnote: A CIA spoxesman de- 
nied that any such ey with the. 
FBI has-occurred. — - < 
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Jhe Central Intelligence Agency 
is up to its old tricks again~dirty tricks. 
The boys in the backrooms seem deter- 
mined to lower. themselves to the 
Soviet level and adopt tactics that in the 
past have been reserved for terrorists 


and tyrants. CIA operatives are fo-- 


menting world terrorism, which we pro- 
fess to abhor; they are spreading “disin- 
formation” when the truth would be a 
far more powerful weapon. 

{ cannot think of an instance in the 
last 20 years when a covert CIA opera- 


‘tion enhanced our security without 


damaging our credibility as the world’s 


Jeading spokesman for freedom and 
“democracy. More likely, the CIA’s 


. clandestine stunts embarrassed our 


country, held us up to global ridicule, 


. played into the hands of our adversa- 


Z 


-ries or invited retaliation in kind. 


Consider the litany of CIA fiascoes 
-—the attempt to invade Cuba with a 


" zagtag refugee force that was easily de- 


feated at the Bay of Pigs; the plot to 
dose up Fidel Castro so his ‘beard would 
fall out; the contract with the Mafia to 


_ have him knocked off; the scheme to 


smuggle poisoned toothpaste into Africa 
to kill left-wing leader Patrice Lumumba; 
the clandestine rnilitary operations in Laos 


_ and Iraq, which backfired and ended in 


_ assumption that, 


the slaughter of mountain tribesmen 
abandoned by the CIA; the agent who ° 


plugged in a lie detector and blew out 
all the lights in a Singapore hotel; and 
the bizarre scheme to try to contact 
dead Soviet agents by seance on the 
since dead, these 
agents would recognize the errors of 
their ways and spill their secrets. 


brought a congressional clampdown on 
the CIA. No more reckless engineering 
of coups in other Iands, the agency was 
told, and no more attempts to foment 
revolutions and to assassinate foreign 


' leaders. But now a conservative back- 


wash threatens to “unleash” the agency 
again—a salivating prospect for the “old 
boy” operatives whose arrested ma- 


turation and riot hei baa 


were precisely what made “covert” 
dirty word and brought on the cock 


Support. 


These abuses and absurdities finally 


“Hit 


. administration offer much hope that it 
- will resist the pressure to unshackle the 


CIA. Too many in this administration 
seem oblivious to the menace that po- 
verty, hunger, racism, religious fanat- 
icism and right-wing oppression pose to. 
global stability and, ultimately, to our 
own security. Instead, they seem ob- 
sessed with the notion that the Kremlin, 
Castro and Qaddafi are the only threats 
—and ergo, that any enemy of theirs 
is a friend of ours. 
On the basis of top-secret documents 
I have examined and confidential infor- 
mation I have received from CIA con- 


tacts, I can report to you today that the’ 


CIA is preparing to join forces with’ 
totalitarian regimes and anti-communist 
factions to carry out covert operations 
around the world —operations as bizarre 
and potentially as counterproductive 
as those that disgraced the agency 
and our country in the Sixties and 
Seventies. ~ 

Bill Casey, the doddering director ae 


_the CIA, thinks he’s found a way to get 


around restrictions on covert opera- 
tions abroad and-a way to circumvent 
the law which forbids the CIA from 
operating in our own country. Casey 
thinks he can get foreign agents to do 
the dirty work, with our support. : 
He argues that the dismantling of 


US. covert capabilities has left Pres- . 


Casey thinks he can get 
foreign agents to do our 
dirty work, with our 


ident Reagan “with no reasonable op- 
tion other than increased cooperation 
with anti-communist forces abroad.” A 
top-secret planning document recom- 
mends that “consideration. be given to 
improving the capability of the agency 
to rapidly escalate aid to anti-com- 


That could put our country, the 
bastion of democracy, in bed with 


Ss @ sf . ee | on ee 
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and traditions than a Joath: 1g of com-_ 


munism. It could also leavi:: us with a 
wide open window of vulne ability. 

_ Libya and Cuba are prio ity targets, 
of course, for any new rour d of covert 
activities Inspired by the CIA. Within 
the protected corridors of CIA head- 
quarters in McLean, Va., th2re is whis- 
pered speculation about bizarre 
schemes to do away with Qaddafi. A 
hit man could pose as one o: the Libyan 
ruler’s team of international mercen- 
aries and slip him a deiayed-effect 
poison, for example. Ther would be 


_ no symptoms for the first 48 hours, 
enough time for'the assassin to exit the - 
- country. Qaddafi would 


hen come 
down with symptoms indisi aquishable 


’ from certain viral diseases. he would 
become paralyzed, slip into.1 coma and 


expire—without a trace of the poison 


deft in his body. 


The CIA got the idea fo: this poison 


‘fromm the Rumanian sec:et service, 


which used it to dispose cf some dis- 
sidents who had been give asylum in 


Sapa en ETO ee TS DEN Ty rea WO a Tar So Ear 


western nations. The ass:ssins were ; 
never caught. I have seen the formula ; 


for the poison, which could be mixed in 
many chemical labs; but jou rnalistic res- 
ponsibility forbids me fron: publishing | 
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